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Aperian Data Processing
Addendum

Last updated: January 29, 2025
Previous Versions:

o September 2024

e April 2024

e September 2023

This Data Processing Addendum (“DPA”) forms part of the
Master Services Agreement or other written or electronic
agreement between Aperian Global, Inc. and its Affiliates on
the one side and Customer on the other side (the “Agreement”)
for the purchase of online services from Aperian (identified
either as “Services” or otherwise in the applicable agreement,
and hereinafter defined as “Services” or “Aperian Services”) to
reflect the parties’ agreement with regard to the Processing of

Personal Data.

By signing the Agreement, Customer enters into this DPA on
behalf of itself and, to the extent required under applicable
Data Protection Laws and Regulations, in the name and on

behalf of its Permitted Affiliates, if and to the extent Aperian
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processes Personal Data for which such Permitted Affiliates
qualify as the Controller. For the purposes of this DPA only, and
except where indicated otherwise, the term “Customer” shall
include Customer and Permitted Affiliates. All capitalized
terms not defined herein shall have the meaning set forth in

the Agreement.

In the course of providing the Aperian Services to Customer
pursuant to the Agreement, Aperian will Process Personal Data
on behalf of Customer, and the Parties agree to comply with
the following provisions with respect to any Personal Data,
each acting reasonably and in good faith. For the avoidance of
doubt, each reference to the DPA in this DPA means this DPA
including its Schedules. This DPA supersedes all prior and
contemporaneous data processing agreements or data
processing terms in any agreements, proposals or
representations, written or oral, concerning the Processing of

Personal Data.

1. Definitions

1.1. “Affiliates” means any entity under the control of a
Party where “control” means ownership of or the right to
control greater than 50% of the voting securities of such

entity.

1.2. "CCPA” means the California Consumer Privacy Act of
2018 (California Civil Code §§ 1798.100 et seq.) and its
implementing regulations, as may be amended, superseded

or replaced from time to time.
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1.3. “Data Protection Laws” means all data protection and
privacy laws, regulations and secondary legislation
applicable to the respective Party in its role in the
processing of Customer Personal Data under the
Agreement, including in particular and to the extent
applicable European Data Protection Laws and the CCPA,
as may be amended, superseded or replaced from time to

time.

1.4. “Europe” means for the purposes of this DPA, the
European Economic Area and/or its member states (“EEA”),
the United Kingdom (“UK") and/or Switzerland.

1.5. “European Data Protection Laws” means (i) Regulation
2016/679 of the European Parliament and of the Council on
the protection of natural persons with regard to the
processing of personal data and on the free movement of
such data (General Data Protection Regulation) (“EU
GDPR"); (ii) Directive 2002/58/EC concerning the
processing of personal data and the protection of privacy in
the electronic communications sector; (iii) applicable
national implementations of (i) and (ii); (iv) in respect of the
United Kingdom, the EU GDPR as saved into United
Kingdom law by virtue of section 3 of the United Kingdom'’s
European Union (Withdrawal) Act 2018 (the “UK GDPR")
and the Data Protection Act 2018 (together the “UK Data
Protection Laws”); (v) the Swiss Federal Data Protection
Act (“Swiss DPA”); and (vi) any and all applicable national

data protection laws made under, pursuant to or that apply
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in conjunction with any of (i), (ii), (iii) (iv) or (v); in each case

as may be amended or superseded from time to time;

1.6. “Customer Personal Data” means any information
which is protected as “personal data”, “personal
information” or “personally identifiable information” under
Data Protection Laws that Aperian processes on behalf of
Customer under the Agreement, as more particularly

described in Annex A.

1.7. “Permitted Affiliate” means any Affiliate of Customer
which: (i) is subject to Data Protection Laws and is a
controller or business (as applicable) with respect to the
Customer Personal Data; and (ii) is permitted to use the
Services pursuant to the Agreement, but has not signed its
own Order Form with Aperian and is not a “Customer” as

defined under the Agreement.

1.8. “Privacy Shield” means the EU-U.S. Privacy Shield and
Swiss-U.S. Privacy Shield self-certification programs
operated by the U.S. Department of Commerce and
approved by the European Commission pursuant to
Decision C(2016)4176 of 12 July 2016 and by the Swiss
Federal Council on 11 January 2017 respectively (as

amended, superseded or replaced from time to time).

1.9. “Privacy Shield Principles” means the Privacy Shield
Framework Principles (as supplemented by the
Supplemental Principles) contained in Annex Il to the
European Commission Decision of 12 July 2016 (as

amended, superseded, or replaced from time to time).

https://aperian.com/customer-dpa/

4/37



8/4/26,7:56 PM

Aperian Data Processing Addendum | Aperian

1.10. “Restricted Transfer” means a transfer (directly or via
onward transfer) of Customer Personal Data that is subject
to European Data Protection Laws to a country outside
Europe which is not subject to an adequacy determination
by the European Commission, United Kingdom or Swiss

authorities (as applicable).

1.11. “Security Incident” means any breach of security
leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to
Customer Personal Data transmitted, stored or otherwise
processed by Aperian Global under this DPA. “Security
Incident” shall not include unsuccessful attempts or
activities that do not compromise the security of Customer
Personal Data, including unsuccessful log-in attempts,
pings, port scans, denial of service attacks, and other

network attacks on firewalls or networked systems.

1.12. “Sensitive Data” means any information which is
protected as “sensitive data”, “special category data”,
“sensitive information”, “sensitive personal information” or
similar term under Data Protection Laws, including, but not
limited to, (i) personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, or trade
union membership, genetic data, or biometric data for the
purpose of uniquely identifying a natural person, data
concerning health or a person’s sex life or sexual
orientation, or data relating to criminal convictions or
offences; (i) credit, debit or other payment card data

subject to the Payment Card Industry Data Security
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Standards (“PCI DSS"); and (iii) patient, medical or other
protected health information regulated by the Health
Insurance Portability and Accountability Act (“HIPAA”).

1.13. “Standard Contractual Clauses” or “SCCs” means the
contractual clauses annexed to the European Commission’s
Implementing Decision 2021/914 of 4 June 2021 on
standard contractual clauses for the transfer of personal
data to third countries pursuant to Regulation (EU)

2016/679 of the European Parliament and of the Council.

1.14. “Sub-processor” means any third party that has
access to Customer Personal Data and which is engaged
by Aperian Global to assist in fulfilling its obligations with
respect to providing the Services under the Agreement.
Sub-processor’s may include Aperian Affiliates but shall

exclude Aperian employees, contractors and consultants.

1.15. “"UK Addendum” means the International Data
Transfer Addendum to the SCCs (version B1.0) issued by
Information Commissioners Office under S.119(A) of the
UK Data Protection Act 2018, as it is revised under Section
18 therein; as may be amended or superseded from time to

time.

»w u

1.16. The lower case terms “controller”, “personal data”,
“processor”, “process”, “processing” and “data subject”
have the meanings given to them in applicable Data
Protection Laws or if not defined therein, the EU GDPR, and
the terms “business”, “consumer”, “sale,” (including the

n u

terms “sell,” “selling,” “sold,” and other variations thereof)
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and “service provider” has the meaning set forth in the
CCPA.

2. Scope and Applicability of this DPA

2.1. This DPA only applies where and only to the extent
Aperian processes Customer Personal Data on behalf of
Customer that is subject to Data Protection Laws as a (i)
processor (for the purposes of European Data Protection
Laws) or (ii) service provider (for the purposes of the
CCPA), in the course of providing the Services pursuant to
the Agreement. Each party shall process Customer
Personal Data under this DPA in accordance with and as

permitted by the Agreement and Data Protection Laws.

2.2. Any processing of Customer Personal Data under the
Agreement shall be performed in accordance with
applicable Data Protection Laws. However, Aperian is not
responsible for compliance with any Data Protection Laws
applicable to Customer or Customer’s industry that is not

generally applicable to Aperian.
3. Processing of Customer Personal Data

3.1. Permitted Purposes. Aperian shall process Customer
Personal Data in accordance with Customer’s documented
lawful instructions, except where required by applicable
law(s). For these purposes, Customer instructs Aperian to
process Customer Personal Data for the following
purposes: (a) to perform any steps necessary for the
performance of the Agreement; (b) to respond to any

technical problems or Customer queries and ensure the
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proper working of the Services, (c) to provide, maintain and
improve the Services provided to Customer in accordance
with the Agreement; (d) processing initiated by end users in
their use of the Services; (e) to comply with other
reasonable instructions provided by Customer (e.g., via
email or support tickets) that are consistent with the terms
of the Agreement (including this DPA); (f) to detect, prevent,
and investigate Security Incidents, fraud, spam, or unlawful
use of the Services, and (g) to comply with Aperian’s legal
obligations under applicable law, including Data Protection
Laws (collectively and individually the “Permitted

Purpose”).

3.2. Processing Instructions. The Parties agree that the
Agreement (including this DPA), and Customer’s use of the
Services in accordance with the Agreement, set out
Customer’s complete and final processing instructions and
any processing outside the scope of these instructions (if
any) shall require prior written agreement between
Customer and Aperian. Customer shall ensure its
instructions are lawful and that the processing of Customer
Personal Data in accordance with such instructions will not

violate Data Protection Laws.

3.3. Customer Responsibilities. Customer is responsible for
determining whether the Services are appropriate for the
storage and processing of Customer Personal Data under
Data Protection Laws. Customer further agrees that: (a) it
will comply with its obligations under Data Protection Laws

regarding its use of the Services and the processing of
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Customer Personal Data; (b) it is responsible for the
accuracy, quality and legality of the Customer Personal
Data; (c) it has provided notice and obtained all consents,
permissions and rights necessary for Aperian and its Sub-
processors to lawfully process Customer Personal Data for
the purposes contemplated by the Agreement (including
this DPA); (d) it will notify Aperian if it is unable to comply
with its obligations under Data Protection Laws or its
processing instructions will cause Aperian or its Sub-

processors to be in breach of Data Protection Laws.

3.4. Sensitive Data. The types of Customer Personal Data
processed by Aperian are determined and controlled by the
Customer in its sole discretion. Aperian does not
intentionally collect any Sensitive Data in connection with
the Services. Customer acknowledges that the Services are
not designed to comply with data protection requirements
that apply to Sensitive Data. In particular, but without
limitation, Customer acknowledges that Aperian is not a
business associate or subcontractor (as those terms are
defined in HIPAA) or a payment card processor and that the
Services are neither HIPAA nor PCI DSS compliant. Aperian
will have no liability under this Agreement for Sensitive

Data, notwithstanding anything to the contrary herein.

3.5. Aggregate Data. Notwithstanding the foregoing or
anything to the contrary in the Agreement, Customer
acknowledges that Aperian Global and its Affiliates shall

have a right to collect and create anonymized, aggregate
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and/or de-identified information (as defined by Data

Protection Laws) for its own legitimate business purposes.
4. Sub-processors

4.1. Approved Sub-processors. Customer acknowledges
and agrees that Aperian Global may engage Sub-
processors in order to provide the Services. Customer
specifically authorizes the engagement of those Sub-

processors listed at https://aperian.com/subprocessor-list

(or such other successor URL notified to Customer from
time to time) and Annex C (“Sub-processor List”). Aperian
will restrict Sub-processors’ access to Customer Personal
Data to what is necessary to assist Aperian in providing or
maintaining the Services and will remain responsible for
any acts or omissions of Sub-processors to the extent they

cause Aperian to breach its obligations under this DPA.
5. Security

5.1. Security Measures. Aperian shall implement and
maintain appropriate technical and organizational security
measures designed to protect Customer Personal Data
from Security Incidents and preserve the security and
confidentiality of Customer Personal Data, in accordance
with the measures described in Annex B (“Security
Measures”). Customer acknowledges that the Security
Measures are subject to technical progress and
development and that Aperian may update or modify the

Security Measures from time to time, provided that such
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updates and modifications do not degrade or diminish the

overall security of the Services.

5.2. Access and Confidentiality. Aperian restricts its
personnel from processing Customer Personal Data
without authorization and shall ensure that any person who
is authorized by Aperian to process Customer Personal
Data is under an appropriate obligation of confidentiality

(whether a contractual or statutory duty).

5.3. Customer Responsibilities. Notwithstanding the above,
Customer is responsible for reviewing the information
made available by Aperian relating to data security and
making an independent determination as to whether the
Services meet Customer’s requirements and legal
obligations under Data Protection Law. Customer further
agrees that Customer is responsible for its secure use of
the Services, including securing its account authentication
credentials Customer and taking any appropriate steps to
backup any Customer Personal Data processed in

connection with the Services.

5.4. Security Incidents. Upon becoming aware of a Security
Incident, Aperian shall notify Customer without undue delay
and, where feasible, within 48 hours. Aperian shall provide
Customer with timely information relating to the Security
Incident as it becomes known or is reasonably requested
by Customer to fulfill its obligations under Data Protection
Laws. Aperian will also take reasonable steps to contain,

investigate, and mitigate any Security Incident.
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6. Audits

6.1. Security Audits. On written request from Customer,
Aperian shall provide written responses (which may include
audit report summaries/extracts) to all reasonable requests
for information made by Customer related to its processing
of Customer Personal Data necessary to confirm Aperian’s
compliance with this DPA, provided that Customer shall not
exercise this right more than once in any 12 month rolling
period. Notwithstanding the foregoing, Customer may also
exercise such audit right in the event Customer is expressly
requested or required to provide this information to a data
protection authority, or Aperian has experienced a Security
Incident, or on another reasonably similar basis. Nothing
herein shall be construed to require Aperian to provide: (i)
trade secrets or any proprietary information; (ii) any
information that would violate Aperian’s confidentiality
obligations, contractual obligations, or applicable law; or
(iii) any information, the disclosure of which could threaten,
compromise, or otherwise put at risk the security,
confidentiality, or integrity of Aperian’s infrastructure,

networks, systems, or data.

7. International Transfers

7.1. Customer acknowledges and agrees that Aperian may
transfer and process Customer Personal Data to and in the
United States and the other locations in which Aperian, its
Affiliates or its Sub-processors maintain data processing

operations as more particularly described in the Sub-
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Processor List. Aperian shall ensure that such transfers are
made in compliance with Data Protection Laws and this
DPA.

8. Deletion of Customer Personal Data

8.1. Within six (6) months upon termination or expiry of the
Agreement, Aperian will delete all Customer Personal Data
in its possession or control unless instructed otherwise by
Customer upon termination and in writing. This requirement
shall not apply to the extent Aperian is required by
applicable law to retain some or all of the Customer
Personal Data, or to Customer Personal Data archived on
back-up systems, which data Aperian shall securely isolate
and protect from any further processing (to the extent

permitted by applicable law).
9. Cooperation

9.1. Data subject requests. To the extent that Customer is
unable to independently access the relevant Customer
Personal Data within the Services, Aperian shall, taking into
account the nature of the processing, provide reasonable
cooperation to assist Customer in responding to any
requests from individuals relating to the processing of
Customer Personal Data under the Agreement. In the event
that any such request is made to Aperian directly, Aperian
shall promptly notify Customer and shall not respond to the
request directly without Customer’s prior authorization,

unless legally compelled to do so.
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9.2. Law enforcement requests. If a law enforcement
agency sends Aperian a demand for Customer Personal
Data (for example, through a subpoena or court order),
Aperian will attempt to redirect the law enforcement agency
to request that Customer Personal Data directly from
Customer. As part of this effort, Aperian may provide
Customer’s basic contact information to the law
enforcement agency. If compelled to disclose Customer
Personal Data to a law enforcement agency, then Aperian
will give Customer reasonable notice of the demand to
allow Customer to seek a protective order or other
appropriate remedy unless Aperian is legally prohibited

from doing so.

9.3. General cooperation. Each Party will reasonably
cooperate with the other in any activities contemplated by
this DPA and to enable each Party to comply with its

respective obligations under Data Protection Law.
10. California -specific Terms (CCPA)

10.1. To the extent that Customer Personal Data is subject
to the CCPA, Aperian agrees that it shall process Customer
Personal Data as a service provider and shall not (a) retain,
use or disclose Customer Personal Data for any purpose
other than the purposes set out in the Agreement (including
this DPA) and as permitted by the CCPA; or (b) “sell”
personal information (as defined and interpreted within the
requirements of the CCPA). The Parties agree that
Customer’s transfer of Customer Personal Data to Aperian
is not a sale, and Customer provides no monetary or other
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valuable consideration to Aperian in exchange for the

Customer Personal Data.
Europe

11.1. Processing Instructions. Without prejudice to Section
3.3 (Customer Responsibilities), Aperian shall notify
Customer in writing, unless prohibited from doing so under
Data Protection Laws, if it becomes aware or believes that
any processing instructions from Customer violate

European Data Protection Laws.

11.2. Sub-processor Obligations. Aperian shall enter into a
written agreement with each Sub-processor imposing data
protection obligations no less protective of Customer
Personal Data as required by this DPA (to the extent
applicable, considering the nature of the services provided

by the Sub-processor).

11.3. Changes to Sub-processors. Aperian will provide ten
(10) days’ prior notice via updating the Sub-processor List
(or such other notification mechanism made available by
Aperian) if it intends to make any changes to its Sub-
processors. Customer may object in writing to Aperian’s
appointment of a new Sub-processor on reasonable
grounds relating to data protection (e.qg., if making
Customer Personal Data available to the Sub-processor
would violate European Data Protection Laws or weaken
the protections for Customer Personal Data) by notifying

Aperian in writing to privacy@aperian.com within five (5)

days of receiving notification from Aperian. In such event,

https://aperian.com/customer-dpa/
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the Parties shall discuss Customer’s concerns in good faith
with a view to achieving a mutually acceptable resolution. If
the Parties cannot reach a mutually acceptable resolution,
Aperian shall, at its sole discretion, either not appoint the
Sub-processor, or permit Customer to suspend or terminate
the affected Services in accordance with the Agreement
without liability to either Party (but without prejudice to any
fees incurred by Customer prior to suspension or

termination).

11.4. Application of the Standard Contractual Clauses. The
Parties agree that when the transfer of Customer Personal
Data from Customer (as “data exporter”) to Aperian Global
(as “data importer”) is a Restricted Transfer and European
Data Protection Laws require that appropriate safeguards
are put in place, such transfer shall be subject to the SCCs,
which shall be deemed incorporated into and form a part of
this DPA, as follows:

a. Transfers from the EEA. In relation to transfers of
Customer Personal Data protected by the EU GDPR, the

SCCs shall apply, completed as follows:
i. Module Two (Controller to Processor) will apply;
ii. in Clause 7, the optional docking clause will apply;

jii. in Clause 9, Option 2 will apply, and the time
period for prior notice of Sub-processor changes
shall be as set out in Section 10.2.3 of this DPA,;

iv. in Clause 11, the optional language will not apply;

https://aperian.com/customer-dpa/
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v. in Clause 17, Option 1 will apply, and the SCCs will
be governed by the EU Member State in which the
Customer is established and if no such law Danish

law;

vi. in Clause 18(b), disputes shall be resolved before
the courts of the EU Member State in which the

Customer is established and otherwise Denmark;

vii. Annex | of the SCCs shall be deemed completed
with the information set out in Annex A to this DPA;

and

viii. Subject to section 5.1 of this DPA, Annex Il of the
SCCs shall be deemed completed with the

information set out in Annex B to this DPA;

b. Transfers from the UK. In relation to transfers of
Customer Personal Data that are protected by UK Data
Protection Laws, the SCCs: (i) shall apply as completed
in accordance paragraph (a)(i)-(viii) above; and (ii) shall
be deemed amended as specified by the UK Addendum
attached as Annex D, which shall deemed executed by
the parties and incorporated into and form an integral
part of this DPA. Any conflict between the terms of the
SCCs and the UK Addendum shall be resolved in
accordance with Section 10 and Section 11 of the UK
Addendum.

c. Transfers from Switzerland. In relation to transfers of

Customer Personal Data that is protected by the Swiss
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DPA, the SCCs will also apply in accordance with

paragraph (a) above, with the following modifications:

https://aperian.com/customer-dpa/

i. references to “Regulation (EU) 2016/679”" shall be

interpreted as references to the Swiss DPA;

ii. references to specific Articles of “Regulation (EU)
2016/679" shall be replaced with the equivalent

article or section of the Swiss DPA;

iii. references to “EU”, “Union”, “Member State” and
“Member State law” shall be replaced with

references to “Switzerland” or “Swiss law”;

iv. the term “member state” shall not be interpreted
in such a way as to exclude data subjects in
Switzerland from the possibility of suing for their
rights in their place of habitual residence (i.e.,

Switzerland);

v. Clause 13(a) and Part C of Annex | are not used
and the “competent supervisory authority” is the
Swiss Federal Data Protection Information

Commissioner;

vi. references to the “competent supervisory
authority” and “competent courts” shall be replaced
with references to the “Swiss Federal Data
Protection Information Commissioner” and

“applicable courts of Switzerland”;
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vii. in Clause 17, the SCCs shall be governed by the

laws of Switzerland; and

viii. Clause 18(b) shall state that disputes shall be

resolved before the applicable courts of Switzerland.

d. It is not the intention of either party to contradict or
restrict any of the provisions set forth in the SCCs and,
accordingly, if and to the extent the SCCs conflict with
any provision of the Agreement (including this DPA) the

SCCs shall prevail to the extent of such conflict.

11.5. Alternative transfer arrangements. To the extent
Aperian adopts an alternative lawful data export
mechanism for the transfer of Customer Personal Data not
described in this DPA (“Alternative Transfer Mechanism”),
the Alternative Transfer Mechanism shall upon notice to
Customer apply instead of any applicable transfer
mechanism described in this DPA (but only to the extent
such Alternative Transfer Mechanism complies with
European Data Protection Laws and extends to the
territories to which Customer Personal Data is transferred)
and Customer agrees to execute such other and further
documents and take such other and further actions as may
be reasonably necessary to give legal effect such

Alternative Transfer Mechanism.

11.6. Privacy Shield. Although Aperian does not rely on the
Privacy Shield as a legal basis for transfers of Customer
Personal Data in light of the judgment of the Court of

Justice of the EU in Case C-311/18, for so long as Aperian

https://aperian.com/customer-dpa/
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is self-certified to the Privacy Shield it shall continue to
process Customer Personal Data in compliance with the
Privacy Shield Principles and agrees to notify Customer if it
makes a determination that it can no longer meet its
obligation to provide the level of protection as is required by

the Privacy Shield Principles.

11.7. Data Protection Impact Assessments. To the extent
Aperian is required under applicable European Data
Protection Laws, Aperian shall provide reasonably
requested information regarding Aperian’s processing of
Customer Personal Data under the Agreement to enable
Customer to carry out data protection impact assessments
or prior consultations with data protection authorities as

required by law.
Limitation of Liability

12.1. Any claim or remedy Customer or its Permitted
Affiliates may have against Aperian, its employees, agents
and Sub-processors, arising under or in connection with
this DPA (including the Standard Contractual Clauses),
whether in contract, tort (including negligence) or under any
other theory of liability, shall be subject to the limitations
and exclusions of liability in the Agreement. Accordingly,
any reference in the Agreement to the liability of a Party
means the aggregate liability of that Party and all of its
Affiliates under and in connection with the Agreement and
this DPA together.

https://aperian.com/customer-dpa/
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12.2. Aperian and its Affiliates’ total liability for all claims
from Customer and all Permitted Affiliates arising out of or
related to the Agreement and each DPA shall apply in the
aggregate for all claims under both the Agreement and all
data processing agreements established under this DPA or
the Agreement, including by Customer and all Permitted
Affiliates, and shall not be understood to apply individually
and severally to Customer and/or to any Permitted Affiliate

that is a contractual party to any such DPA.

12.3. Aperian shall have no liability whatsoever in
connection with any Sensitive Data ingested into the
Services by Customer contrary to the provisions in the
Agreement and this DPA.

Permitted Affiliates

13.1. When a Permitted Affiliate becomes a party to the
DPA, then such Permitted Affiliate shall be entitled to
exercise its rights and remedies available under this DPA to
the extent required under Data Protection Laws. However, if
Data Protection Laws requires the Permitted Affiliate to
directly exercise a right or remedy against Aperian directly
by itself, the parties agree that to the extent permitted
under law: (i) only the Customer that is the contracting
entity to the Agreement shall exercise any such right or
seek any such remedy on behalf of the Permitted Affiliate;
and (ii) the Customer that is the contracting party to the
Agreement shall exercise any such rights under this DPA in
a combined manner for all of its Permitted Affiliates

together, instead of doing so separately for each Permitted

https://aperian.com/customer-dpa/
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Affiliate. The Customer that is the contracting entity is
responsible for coordinating all communication with
Aperian under the DPA and be entitled to make and receive
any communication related to this DPA on behalf of its
Permitted Affiliates.

14. General

14.1. The term of this DPA will end simultaneously and
automatically at the later of (i) the termination of the
Agreement or, (i) when all Customer Personal Data is

deleted from Aperian’s systems.

14.2. This DPA may be executed in counterparts, each of
which will be deemed an original, but all of which together

will constitute one and the same instrument.

14.3. Except for the changes made by this DPA, the
Agreement remains unchanged and in full force and effect.
In the event of a conflict between the Agreement and this
DPA, this DPA shall control with respect to any terms as
they relate to Aperian’s processing of any Customer
Personal Data. Each Party acknowledges that the other
Party may disclose the SCCs, this DPA and any privacy
related provisions in the Agreement to any regulator,

including European or US regulators, upon request.

14.4. Notwithstanding anything else to the contrary in the
Agreement and without prejudice to Section 3.2, Aperian
may periodically make modification to this DPA as may be

required to comply with Data Protection Laws.
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14.5. The provisions of this DPA are severable. If any
phrase, clause or provision or Annex (including the SCCs) is
invalid or unenforceable in whole or in part, such invalidity
or unenforceability shall affect only such phrase, clause or
provision, and the rest of this DPA or the remainder of the

Agreement, which shall remain in full force and effect.

Annex A

Description of Data Processing / Transfer

Name of the data exporter: The entity identifie:
Agreement to which this DPA is attached.

Address: The address for the Customer associ

otherwise specified in this DPA or the Agreeme

Contact person’s name, position and contact d
associated with Customer’s account, or otherw

Data exporter Agreement.

Activities relevant to the data transferred: The

below.

Role (Controller/Processor): Controller.

Signature and date: See front end of this DPA.

Data importer Name of the data importer: Aperian Global, Inc

https://aperian.com/customer-dpa/ 23/37
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Categories of Data
Subjects whose
Personal Data is
transferred

Categories of
Personal Data
transferred

https://aperian.com/customer-dpa/
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Address: 414 Fayetteville Street, 4™ Floor, Rale

Contact person’s name, position and contact d

Activities relevant to the data transferred: The

below.

Role (Controller/Processor): Processor.

Signature and date: See front end of this DPA.

Current and former employees and other persc

The types of Customer Personal Data process:
controlled by the Customer in its sole discretio
limited to the following categories of Custome

» Account registration and management dc

address, password)

» Professional data (such as employer, emp

performance)

 Device data (including IP address, browse

settings)

 User-generated content (such as response

and any user-generated content, including

24/37
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Sensitive Data
Transferred (if
appropriate) and
applied Restrictions
or Safeguards:

Frequency of the
Transfer (e.g.
whether the data is
transferred on a one-
off or continuous
basis):

Subject matter of the
processing:

Nature of the
Processing:

Purposes of the data
transfer and further
processing:

Period for which the
Personal Data will be
retained, or if that is
not possible the
criteria used to
determinate that
period, if applicable:

For transfers to (sub-)
processors, also
specify subject
matter, nature and
duration of the
processing

https://aperian.com/customer-dpa/
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« Usage data (including feedback; informati
and performance of the Services; or any o

subject’s utilization of the Services and of

The types of Customer Personal Data process:
controlled by the Customer in its sole discretio
collect any Sensitive Data in connection with tt
acknowledges that the Services are not design
requirements that apply to Sensitive Data.

Customer Personal Data may be transferred or
depending on the Customer’s use of the Servic
instructions.

The Customer Personal Data.

The provision of the Services as described in 1
Customer from time to time.

The Permitted Purposes (as defined in this DP,

At the later of (i) the termination of the Agreen
Personal Data is deleted from Aperian’s systen
of the DPA.

In line with the information provided above.
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Competent The data exporter's competent supervisory au
supervisory authority accordance with the European Data Protection

Annex B

Security Measures

Description of the technical and organisational measures
implemented by Aperian (including any relevant certifications)
to ensure an appropriate level of security, taking into account
the nature, scope, context and purpose of the processing, and

the risks for the rights and freedoms of natural persons.

Pseudonymization

All user data is pseudonymized as a
structures. Profile, assessment, usac

contain arbitrary user IDs.

Measures of pseudonymization Encryption
of Personal Data and

encryption data
o HTTPS encryption for data in tre

every login interface, using indu:

certificates.

» Data at rest is encrypted using t

algorithm.
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Measures for ensuring ongoing Confidentiality
confidentiality, integrity,
availability and resilience of
processing systems and
services platform and related webtools:

We take the following measures to e

Ensure that any person authoriz

an obligation of confidentiality
e Secure transmission of credenti

» Systems used in the provision o

authenticate personnel with a ur
» Network segmentation
e Passwords require a defined mii

e We take these additional measu

development and IT processes:

e Use of Multi-Factor Authenticati

sensitive data.

« Differentiated rights system bas

control lists

e Passwords must be changed at

deactivate accounts of personn:
e Guidelines provided to users for

e Access controls to infrastructur:

provider
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e Access right management inclu
implementation of access restri

“need-to-know” principle, manac

e Annual security and privacy awe

agreements for personnel and e
» Segregation of responsibilities ¢
e Comprehensive employee scree

» Secure development lifecycle pr

development

Integrity

We take the following measures to e

platform and related webtools:

e Secure network interconnection

perimeter firewalls, etc.
e Logging authentication and mor

o We take these additional measu

development and IT processes:
» Protocol of the use of administr.

e Protocol of system generation a

parameters

e Complete protocol of all instanc

https://aperian.com/customer-dpa/ 28/37
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e Anti-malware protections

e Logging of transmissions of dat

processes data

Availability and resilience

 Full redundancy of network and

zones
» Data is backed up to encrypted

e Protection of stored backup me:

Use of electronic data processing de

We take the following measures to li
persons to systems where data is us

data processing devices:

Regulations and instructions for

based access permissions
e Process to adjust permissions u

e Assignment of rights for data-in

modification and deletion of sto

e Regulated procedure for grantin

access rights

e Selective access for files and fu

https://aperian.com/customer-dpa/ 29/37
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e Automatic screensaver protectic

e Requirement of user identifiers (

application data
e Logging access to specific data
» Password policy at the level of ¢

 Documented access requests al

access to production environme

e Administrative access privileges

https://aperian.com/customer-dpa/ 30/37
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Measures for ensuring the
ability to restore the availability
and access to data in a timely
manner in the event of a
physical or technical incident

Processes for regularly testing,
assessing, and evaluating the
effectiveness of technical and
organizational measures in
order to ensure the security of
the processing

https://aperian.com/customer-dpa/

Documented Continuity Plannini
are reviewed periodically with ar

assessment

Disaster recovery processes to |
Recovery Time Objective (RTO)

Recovery Point Objective (RPO)

Capacity management measure

of systems as well as planning ¢

Procedures and documented re:
reporting incidents (incident ma
remediation) including the detec

security incidents

Production data is backed up de

backup. All backups are encrypt

Process to continually review ar

and effectiveness of security me
Internal and external audits

Security checks (e.g. penetratiol

parties
ISO 27001 audits

With respect to code, annual pel

vulnerability assessments on pr:
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Measures for user
identification and authorization

Measures for the protection of
data during transmission

Measures for the protection of
data during storage

Measures for ensuring physical
security of locations at which
data are processed

https://aperian.com/customer-dpa/

remediation efforts prioritized a

risk issues

» Remediation plans are develope

are identified

» Secure network interconnection
» Logging authentication and mor

e Access to data necessary for th
task is ensured within the systel
corresponding role and authoriz

“need-to-know” principle

e Web Application Firewall (WAF)

We take the following measures to e
platform: All server connections are |
(SHA256withRSA). Our web site rece
SSLLabs, which you can view here:

https://www.ssllabs.com/ssltest/an:

Aperian learning platform databases
RDS/AES-256 encryption.

Entry controls

Most of our employees work remote

Areas policies.

Aperian learning platform is hosted ¢

data centers located in the USA as f¢
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Aperian Learning Portal (https://app.

Services (AWS)

These cloud providers security inforr

https://aws.amazon.com/complianc

See our complete Subprocessor List

https://aperian.com/subprocessor-li

Annex C

Sub-processor List

Hosting, content and analytics services

Amazon Web Services, Inc.  Hosting services

Databox, Inc. User behavior analytics
Mixpanel, Inc. User behavior analytics
Rustici Software LLC Content asset management

Email and messaging delivery services

https://aperian.com/customer-dpa/

410 Terry
Seattle, W

6 Liberty ¢
PMB 471

Boston, M
00111821

One Front
San Franc

210 Gothi
Franklin, T
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Appcues, Inc.

Braze, Inc.

SendGrid, Inc.

Application integrations

Alchemer LLC

NCS Pearson Inc. (“Credly”
by Pearson)

Okta, Inc.

OpenAl OpCo LLC

Stripe, Inc.

Typeform, S.L.

Zapier, Inc.

Zoom Video
Communications, Inc.

Onboarding and product
tour system

Onboarding and email
system

Email invitations

Customer experience and
survey builder

Digital credential
management

Identity management and
authentication, formerly
AuthO

Al enhancement of select
functions

Customer subscription
management

Forms

Service that moves quiz
completion data to
analytics platform

Enables users to attend live
training sessions

Customer success and technical support services

https://aperian.com/customer-dpa/

177 Hunti
PMB 9441

330 W 341
New York,
4103543

1801 Calif
Denver, C¢

168 Cente
Louisville,

5601 Gree
Blooming

10900 NE
Suite 700,

3180 18th
San Franc

510 Town
San Franc

Carrer Bac
08018 Bat

243 Buen:
Sunnyvale

55 Almad:
95113, US
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/70 E. Ma

Clientsuccess, Inc. Customer success platform Lehi UT 8¢
#:861055:

Slack Technologies, LLC Optional practl'glgne.r 50 Fremor
community facilitation San Franc

Zendesk, Inc. Help desk and ticketing 1019 Marl
software San Franc

Platform maintenance and support

Moodle Pty Ltd (Moodle Platform maintenance and 8101 Colle
US) support Overland |
Platform maintenance and 204, 9th F

Verve Systems Pvt. Ltd. SUDDOTt 100 Feet F
PP Prahlad N

Besides Aperian Global, Inc., Non-EU Affiliates which may
process Customer Personal Data in order to deliver the

Services and provide support include:

 Aperian (India) Management Consulting Private Ltd -
Subsidiary of US, #150/1, Ground Floor, Infantry Road,
Bengaluru — 560001, Karnataka, India

Annex D
UK Addendum

This Annex D forms part of this DPA and applies in accordance
with Section 10.2.4(b) (Transfers from the UK) of the DPA.

https://aperian.com/customer-dpa/ 35/37



8/4/26,7:56 PM Aperian Data Processing Addendum | Aperian

Start Date The date of the Agreement.

Name: The entity identified as
the Customer in this DPA.

D

Address: The address for the
Customer associated with its

Aperian account or otherwise A

specified in this DPA or the 4
Agreement.

Parties’ details C
Contact person's name, position a
and contact details: The contact p
details associated with a
Customer’s account, or p

otherwise specified in this DPA

or the Agreement.

The Approved SC(
Information and w
clauses or optione
SCCs brought intc
Addendum: See S

See Annex A
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Ending this Addendum when the Approved

Addendum changes Neither Party

Part 2: Mandatory

Mandatory Clauses as it is revised unc
Mandatory Clause
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